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Speeding the Scalar Multiplication Method
on a Montgomery-form Elliptic Curve By? = 2° + Az? + 2

KATSUYUKI OKEYA ,* KUNIHIKO MIYAZAKI *
and KOUICHI SAKURAItt

In this paper, we propose a scalar multiplication method that does not incur a higher
computational cost for randomized projective coordinates of the Montgomery form of elliptic
curve. A randomized projective coordinates method is a countermeasure against side channel
attacks on an elliptic curve cryptosystem in which an attacker cannot predict the appearence
of a specific value because the coordinates have been randomized. However, because of this
randomization, we cannot assume a projective coordinate, namely the Z-coordinate, to be
1. Thus, the computational cost increases by multiplications of Z-coordinates, 10%. On the
other hand, the original scalar multiplication method on the Montgomery form is computable
quickly, because of the Z-coordinate to be 1. However, it is vulnerable to side channel attacks.
In the proposed method, for a point on the elliptic curve, we use its expression of coordinates
in two ways, that is, the point with/without a randomized expression. As it turned out,
the proposed method is immune to side channel attacks and computable quickly. Our re-
sults clarify the advantage of cryptographic usage of the Montgomery-form elliptic curves in
constrained environments such as mobile devices and smart cards.

nates) 00000000000 (side channel attacks)

1. 00D OO
Joo0000o0opobooOoOo0o00o0ooooobooao
000000000 (randomized projective coordi- gbooooboooobobooobobobogon
goodooooooboboboooooooooooa
+(0)00000 000000000, O 244-0817 000 oooooooOoooOooooooooooooon
0ooooo 29200, ooooooo

Hitachi, Ltd., Systems Development Laboratory, 292,
Yoshida-cho, Totsuka-ku, Yokohama, 244-0817, Japan 1.1 DOooooooooooodooood

++ 0000 00000000000, 0O 812-8581 00000 Kocher 00 ODOODOOO0OODOOODOODOODOODO
00 6-10-1, 000000000000000000000 MO~
Graduate School of Information Science and Electrical
Engineering, Kyushu University, 6-10-1, Hakozaki, Doooooood Coron0ODDOOOOODOD
Higashi-ku, Fukuoka, 812-8581, Japan 0000000% 0000000000000000



2

00000000000000ooO-000000
0000000000000 00000000onon
0¥ 000000000000

1.2 0000000000

000000 (an elliptic curve cryptosystem)?:®
0000000000 00000000000000
00000000000E:y? =2%+aezx+b0000
0000 O0OMontgomery 000000000000
EM . By =24+ A2+ 00000000-00
OU00oO00oU0ooOooUooog (e Montgomery-form
elliptic curve) 000000000000 OOOODO
0000000000000 000000oooon
00000000000 OoooooOooooo0o0
00000000000 POOODOODOOOD
0000000000000 00000000000
0000000000 POODODOOOOOOO0
Z00O010000000000000000000
00000000000 0000000000000
0000000000000 00000000000
000000000 00D0000n PO ZOOO
100000000000000000000o0gn
U0000 PODOOODOOODOOOOOODO
U0000000000oDooog

1.3 000000

0000000000000 00000O0onOoog
0000000000000000000000000
0 pPO0O0COODOODOOOOOOODOOOOO P
0000000000000 POOOOCDOOOOD
000000000000 000000000000
0000000000000 00000ooooon
oooooooo

0000000000000 000000ogoog
0000000000000 0000DnOoooon
0000000000000 0000dJacobian 00
0000000000000 00000o0ooooon
0000000000000 00000O0SPA(Simple
Power Analysis) 0000000000000 SPADO
00D0000000000D00000000

0oo0Doooo0Ole000000000000
0000000000000 146840000000
000000000000 0D0D0DnO0ooooon
U0000000000000D00000d 162740
0000000 10%00000000000000
0000000000000 D0000000O0ongn
1467.400000000000000000000
000000000000000000000000

Ooo0O0O0000oooODO0O00 16640000000
0000 6%0000000000000O0O0OOO
gbobooooooooboooooooobooo

goboooboooooooobooocooooooboo
gooooooooooooooooooooboooo
goooboooooooooboooboooooooboonboo
gooooooooooooooooooooboobo
gooboooooooboooooooooooobo
gobooooooooooobboooobooo

2. 0000O0OO0O0OOOoOoOobOoOooOoooo

2.1 000OOOOOO
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
ODO0O0OO0OKocher 000000000000D0DODO
000000000000000000000000
0000000000000 000 ™ oooo
000000000000000000000'Yg
SPA 0 0 19190 DPA (Differential Power Analysis)
0o0'»¥ ooooo0000000000Oonoon
0000000000000000000000
0Dooooo©YYopooonooo0onono
00000000000 0000000000000
000000000000000000000000
000000000000000000000000
OoD000000OSPADD'YW OopoDoOooDOo
000000000000000000000000
000000000000000000000000
O000O0D00D0O00O0O0DPAOO'™¥ OOOO
000000000000000000000000
000000000000000000000000
D00000O00O00ODPAOODODOODOODOOD
00000000000000000

Kocher 000000000 OOOOODOOOOO
OO0 DES® 0 RSA®Y 0ODOOOOODOODD
000000000000 00 Coron 0O0DPA OO
Ooooooo®o00o0ooooo

Coron 0000 SPAODODODOODOOOOOD
DPAOODOODODOOOO

O00O00O0 :CoronO0 SPADODODOOOO
OO0 00000 d00 P

OO0 00000 dP



(1) Qo] —P
(2) For ¢ from |d| —2 to 0 do the following:

(2.1) Q0] « 2QI[0]

(2.2) Q1] < Q[o]+ P

(2.3) Q[0] «— Ql[d:]
(3) QU dPODOIONOODOD
0000|d|0d000000000d;0d0i000
D00000000000d=Y14""d:2,d; € {0,1}
oooo
0000000000 dg-. 000000000
00000000 djg-=00000000000
00000 POOOO4PO0OOOOOOOO4PO
0000000000000000000~O00
P (j=1,2---,n)004P, 0000000000
0000000000000000000 P;O000
000000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
00d-.=000000000000000000
000000000000000000000000
djg-2 =1000000000000 djg—o =000
00020000000000002104P000
0000000000000000000000°0
000000dg-.=1000004P000000
000000000000000000000000
00000000 d0000000000000
2.2 000000000
Coron DODPADDDOOOOOOOOOOODN
000000000 00000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
00000000000000000000000 «r
000000000000 P=(z,y)0000000
00 (rz,ry,r) 000000000000OOOOO
00r£00000 (X,Y,2) = (X,rY,rZ) 000
000O00(rz,ry,r) 00 POOOODOOOOOOO
00-00000000000000000000
0¥OoooDo000000000000000000

" 000000 0OO0O0O00000000000 10000000
go0b oO0O0OO0O04pPO0O0O0O0O0O0DOOOOOOODOO
0000000 100000000000 oO0OO0OOOOO
gooO0010000000000000D000O0O0O0O0O00OO
0000000o0oooooooooooooooooOoOooao
gooooooooooo

3

000000000000000000000000
O0000000000000000000000
000000000 SPAOOOOOOOOOOOO
000000000000000000000000
000000000000000000000000
ooo

2.3 DPAODOOOOOOOOO

Coron0 DPADDY D0D0ODOOOODPAD
00000000000000000000000
() 0000000 00000000 (000000

000)00000000000000000 (O
0)000000000000000000000
0000000000000 O00000000
ooooooooooon)

(i) 00000000000000000000000

00000000000000000000000
()0 000000000000000000000
0000000000000000
00000000000000000000000
DPAOOOOOOOOOOOOOOO
(1)000000000000000000°0°000
000000000000000°0°000((3)0
000000000000 (G) 00000000
oo)

(2)0000000000000000000000
0000D0000000000(G) 00000
oooon)

(3)0000000000000000000000

00000000000000000(()000
ooooooo)

00000 DPAODODODOOOO()-(ii) 000
00000D0D0000000000000(G) 000
000000000 (00000)00000000
000000000000000000000000
00000000000000GE) 00000000
000000000000000000000000
000000000000000000000000
00000000002 0000000000000
00000000000 o00GE) 0000000
000000000000000000000000
000000000000000000000000
0000 (DPAOD)DDOOOOOOOOOOOOO
000000 (i) 00000000000

"0 pDooooOoOoO0OO0OO0O000O0000
U080 Coron 0 DPAOOOOD4POO0O00DOOOOOODO



3. 00oOoOooooooo

3.1 0000000000000
p(>3)000000F,-000p00000000
F,-000000000000000D0O000O00
oo
EM :By2 =2+ A’ + o2
000 A BeF,n 00 B(A2-4)#00000
00000000000000000000000
O00000EMDODD PODDOOKDDOOOO EPO
O0mP = (Xm,Ym, Zm),nP = (Xn, Yn, Zs), (m —
n)P = (Xm-n, Ym-n, Zm—n) 0000000000
000YOOOOO (m+n)P=mP+nP0O0O0O
00 m—n)PODO0DODOCODOOCOOCOOOOY
0000 (m#n)
Xontn = Zm-n|(Xm = Zm)(Xn + Zn)
+ (X + Zim) (Xn — Zn)]?
Zmin = Xmn[(Xom = Zin)(Xn + Z0)
— (X + Zm)(Xn = Zn))?
ooog (m=mn)
AX 0 Zn = (Xn + Zn)? — (X — Zn)?
Xon = (Xn + Zn)2(Xn — Zn)?
Zon = (4X0Z0) (X0 — Z0)?
+ ((A+2)/4)(4XnZy))
00000 Xm+n/Zmin 00 Xap/Z2, 000000
(m+n)PO0 2nPO0000OO0OOO00 z000
O00OMOO0 SO00000 Fpr 000000 20
000000000000000000000000
04M+2S020000 3M+2500000000
0000000000000000 Z200 Znen =1
0000000000000000000 3M +2S
oooo
3.2 000000000
00000000000000000000000
0000000 000000000000000
000000000000000000000000
ooooooon
oooooo1
00 00000 d 00 P=(z,y)0 200
00 00000dPO X0O000 ZOO

"0 PO0O0OD kO00000d<k-2000000000
00 ©00000KP =0 000000d > kD0000d
(mod k) 00D000D d0000000d=k—10000
(d+1)P(=0)00000000000000000000
00000POdPO0 z00000000000000000
0000d=k-1000000000000

(1) i« |d -1

(2) DOOODOOOOO POOO2POODOO
0000000 POODOOO P = (z,y,1)
oooo0oooon

(3) m<1

(4) ¢=0000000 130000000000
000 500

5) de—i—1
d;=000000070000000000
00O 1000

(7) DODODOOODOOOO mPOO (m+1)POO
0O POOOO (2m+1)PODOOOOO

(8) DUOOUOUODUOOmPOOO 2mPOO0
ooo

9) m—2mO00000000400

(10) DODODO0O000 mPOO (m+1)POO
0OPOOOO (2m+1)POD0OOOO

(11) 0000000000 (m+1)PO0O0O (2m+
Q)POOOODOO

(12) m«—2m+100000000 400

(13) OmPUO X0OUODOO ZOOOODOOOO dP
0X0O0O0O Z0O0OOOODOO0OOoOO

00000000000000 7000000 10

0000000000000 PO ZOOO 1000

000000000000 3M42500000000

00000000 (6]d —3)M 4+ (4ld|—2)S0000

00000000000 D0000dPOYOODOO

0000000000000 D000D000000D

00y0000000000000000YD0OO0

000000000000000000000000

UyO000O0ODO0OODOOdPO Y OOOOdP, (d+1)P

0X,Z0O00O0OO POOOOOOMOy00000

0000 12M+S0000

3.3 000000000D00000000D000
0og

000000000000 00O0DO00O0O0nong

0000000000000 00000oDoo*® o

go0Do0o0OoOoecc000000oO0onooonn

000000000000000000000000

ooooo0oo0oooo

"0 0o0D 13000 dPO XO00O0ZO00O0O0OO00OO (d4+1)P
0 X0O00DZOOOOOOOOOOOOyOOOOO0OOOo
0oooo0oooooo

"00 DOoDODO0O00000D0000 dPO Y OOOOOOO
0000000000000 0000000000 30000
0029 goooooO00O00Y 0000000000000
0OoO0oooo0o0oO0ooooo



oooooo 2

00 00000 dog P=(z,y)0 200

00 00ooO0OO0dPO XOOOO ZOO

(1) ODDoOreFyn—{0}0000OOO

(2) DoObOooOoooOooOo PO P=(ra,ry,r) 0

oooOooooOoOyOODODODOOODOOO

i |d -1

goo0ooOoOoO0O0b0 pPO0OO02POOOOODO

m <+ 1

t=0000000 1500000000000

oooroo

(7) i+—i—-1

(8) di=0000000900LD0O0OODOOODO
ooo 1200

(9) DOLDOOUDOUOODO mPOO (m+1)POO
0O pPOOOO 2m+1)POODODOOO

(10) DOoDoOUOOOOOmMPOOO 2mPOOO
ogad

(11) m«<—2mOO0O0000OO G600

(12) DOoOOOOUOOOO mPOO (m+1)POO
0 pPOOOO 2m+1)POODODOOO

(13) DOooOooUOUOO0O0 (m+1)POOO (2m+
2)poQ0oooo

(14) m«<—2m+100000000600

(15) OmP0O X0OUOOO Z0OODOOOOO dP
0 X00OOOoZzZzoooooooooo

00000000O00oO0oo9Y0nounooo 1200

goooooooooo PO zZzO0O0Or00000O

O0r#1000000000 PO ZOOO 1000

ooo0oooooooooooOo4M+250000

OUoooOoooooooo (7d —3)M + (4d| —2)S

oo0o00o0ooooOo0oooooooOooooooon

[diMOOOOOODOOOOOooOO

34 0D0O0O0OOOODOOOOOO

oooUooo 100 PO ZOOD 10O0OODO

O00U0oooOooooOo 3M+2s0000000

00000o00oo0o0o0oo0ooooooUooo

000000000000000 dg-.00000

oooooooo4PO00P0O00 PO ZDOOO 1

o00oo0oooo4P0O00000OO0O 10000

oo0o00o0ooooO0o0ooooooooooooon

dg-.=100001000000000000 11

04P0000000dg-—.=0000000000

1000000000000 80 2P000O0ODOODO

Y 4pP0O000O02P 5P, 7PO0O0O0OOOOOOOOODOO

5

ooooooooO0dy - 000000000000
gooooobooobooool1bcooooooobooo
gobooooooon

goboooo 200 pPOOOOODCOOODODOOO
gooooooboooboooooooob 4P OO
gboboobo 2000000000000000O0
gooooboooooooooobooooooDoobo
goooobooooobooobD pPOODOOODOOO
oooo zOooOoO100O0O0OO0O0OO0OO0OO0O0OO0O0
4M+25S000000000000000000000

goboooobooooooooobocooooooboo
goooooooooooooooooboobooooa
gobooooboobooooooooobobooooooooo
()ooooUooUoUoOOoU PO ZUOOO 10OO
000000 (()Uo00o0ooUooDoooUoDOo
000000 POODOOOOOOOOOO(0DOO
0 zZ0OOO1000O0OO0oooooo)o

4. O 0O O

gooooUoooooooooUoOoooooooo

ooooOoooooooooooooooooooo

00000 PO ZzOOO 1000OO0O0OODOOOOO

0 PO0O0O0OOD (D00 ZOOO 10UODOOO

0)0000oU0o0oO0ooOoUoOooOoooOUoDOO

000re0o000 PO0ODOODDOOOOOOOOO

000000 PODODDOOOODODOOOOO POO

00000oO0oooooooOoOOoOoOooooooooO

0o0o0o0o0ooooooooooooooooooo

oooooo 3

00 00000 dio P=(z,y)d 200

00 0OOOoOoOdPO XDOOOO zOO

(1) ODoOreFprn—{0}0000ODOO

(2) DoOOoooooooo PO P=(ra,ry,r) O

0o0oooood -yODODODODODOOOO

i |d —1

0000000000 pPOOO022POOOOOO

m <« 1

t=0000000 150000000000

oogoroog

(7) i+—i—-1

(8) dy=0000000900DO0O0OODOOOO
0ooog 1200

"0 DOoDODO0000000D0000 dPO Y OOOOOOO
00000000000000000000000 yO0OO0O
0029 goooOooO00O00Y 0000000000000
O000000000ooo



(9) 0O0DDOOOO0O0O mPOO (m+1)POO
OPODOO0O 2m+1H)POUODOOOODOOO
OO0 pOO00OOO0DODOOOOOO (z,9,1)
ooooo
(10) DOOODDOUODOOUOMPOOO 2mPOOO
ooaod
(11) m<—2m 00000000600
(12) 000oooooooo mPOO (m+1)POO
OprPODOO 2m+1)POODOOOOOOO
OO0 pOO0OO0OC0ODODOOOOOO (z,v,1)
ooooo
(13) DOOODODDD00 (m+1)PO0O0 (2m+
2)poOooooo
(14) m«<—2m+100000000600
(15) OmP0O X0OUOOO Zz0OOOOOOO dP
0X000O0Zz000O000O0OOoOooOO
4.1 0O O O
goobooooooooooooooooooo
goobooboobobe0obo0obobobobobo
0900ooooO0 12000000 POOO (ra,ry,r)
goodooobooboobOooooobooo PO
000 k00D0D0000D0O0DOdOd<k-2000
0000o0o00o0oooo0g mP,(m+1)P0O m,
m+1004d000000000000 mP, (m+1)P
ooDod0oO oooooooooooooboooon
0dd0oodoooboobO zooooooooDOoDO
0000900 mPOO (m+1)PODOODOOOO
00 XO00O0ZzOOOO0oOoooooo X7,z 0
0 X/,,2Z,, 0000000 900000000
gooboo0oooOo XxXooo Xé’mHDZDDD
Zé{,n+1DDDDDDDDDD 200000 900 mP
00 (m+1)PO0O0O0OOO0OOO XOOOZODOO
0000000 X, 2 00 Xhi1, Z 0000
0ooodgo 200000 900000000000
0000000 X000 X0 Z000 Zbys
00000000 X4/Z) = @m, X'1/Z0 0y =
Tmt1, Xon/ 2t = Tm 00 X1 /Z0i1 = Ty O
0000 X1/ Z8ms1 = Xbmi1/Zhmes 0000
00000000 X1/ Zomsr = Tamer 0000
000000000%m,Zmer 00 @2msr 00000
O mP,(m+1)PO0 (2m+1)PO0O00O0O0ODO
oo 000000

oo1 Xélerl/ngJrl = Xéerl/Zéerl

Y 0000000000000 000000000000000
o0o00o0o00o0ooo0o0o0o0o0oo0oO0ooO0oOoO0OooOoO0o0o0on
ooooo

oo

Xomi1/Zomi1
=1-[(Xm41 — Zms1) (X + Z17)
+(Xos1 + Zini)) X — Zop))?
(2[(Xmg1 = Zmy ) (X + Zin)
— (X1 + Zi) (X — le)]z
_ l@Emi =D (@m+1) + @me1+1) (@m —1)]?
2{Cmer D )@t (1P

=7[(Xpnt1 — Zins1)(Xpn + Zn)
+(X';n+1 + Z£n+1)(X1/n - Zin)]z
Jrel(Xin = Zins 1) (X + Zh)
—(Xni1 + Zingr) (X — Zm)P?

= Xém+1/Zém+l

O
0000 12000000000000000000
000000000000
42 0 0O O
000000000000 0000000000
000000000000000 9000000 12
0000000000000 PO ZOOO 1000
0000000000 3M+2S000000000
00 (6]d —2)M + (4/d|—2)S0000000000
000000000000000000000000
oooo
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000 O00o0oom® 00000
0000000000 0000000000 wOO
ooooooooooooooo)t®

TV (w,1) = wl
81 w—1
(24452 —2w—14
(w 5 41+5-2 2w )M

3l w—1
—— +4l+2" —2w-2
+ (w+2+ + w ) S

00000 F,,O0000000000000000
00000000000 7I=30M0O00200000
00 S=08MOO00000OO0OYWOOOODOO
0000000001 =160000000000 w=4
00000000000TYe(w,l) =1566.4M 00O
000001600 000000000000 1468.4M
00000000000000

43 0 O O

000000000000 00000000000
000000000000 0-00000000000



ooooooooooooooood®

(1) 000000000000 O0O0O00O000
(2) 0DOOODOOOOOODODOOOOO

00 (1)0000000000000000000
0000d0D0000 10000000 00000
000000000000000000000000
00000000 2000000000000000
000000000 000000000000000
00D00000000D00000000020000
000000000000 000000000000
0-0000000000000000000000
0D0000000002000000000000
00D0000000D00000d000000000
0000000000 0000000000000
00080 d;=0000000009-1100d; =1
00000000 12-14000000000 6000
0000000000000 00000000000
000000000 000000000000000
0000000000000D00000000000
000000000000 000000000000
0000000 (1)00000

00 (2)0000000000000000000
00D0mPO XOOOO Z0OOOOOOODOOD
000000000000000000000 mPO
000D000O0mPO X0OOOO ZO0ODOOODO
00000000000 0000000000000
oDooooooon

00 1000XY = rmXm, 2 = rmZm 000
000 r, #000000000000000000
XNz X, Zm 000000000000 300
mPO XO00OO0Z0OOOOOODOOD 100 mPO
X0O00OzZO0o0OOo0OoO0OX, 00 z/, 0000000
00or, 0000000000000O00(2)000
ooooooD r, 000000D0O00DOOOOD
00D0000000000000000000

ooooDoor, 000 »r00D0000O0DODOO
0000 e(s,t) 000000

e(s,t) == 2% + ¢(2°7% — 2%) {

goobooooouooooooobocooooobooo
goboooooooboooooo

oo1
e(s+1,0) =e(s,2°)
e(s+1,2t) =4e(s,t)

e(s+ 1,2t +1) =2(e(s, t) + e(s, t + 1))

7

O00Om=1,2,---000000 e(m)0 e(m) :=
e(lm|—1,m—-2""HYOODOODODOODODOOOO ry,
000000 10000000 r000 e(m)000
0000000O00000000c

00 2 7y =rem™

000000000000000000000dO
000000 mo(mo =372y diaj+i—;2", Imo| = j)
00000000000000000 djg_jq O
00000000000000002meP,(2moe +
2)P, (4mo + 1)P, (4mo +3)P 000000000
000000000000000000000004
000000000000000000000000
000 d0000000000000000000 d
000000000000 400000000000
000000000000000000000 mPO
0000 AO0000000000000000000
00000000m €y {m||lm|<h}000D0

m €y {m||m| <R} 0000000007 O
000000000000000000000000
ooooo

003 D0D0DDDOOOODOO p* —1 =
WW%T~~ﬁ%DDDDDDDDm,~mkDDD
000000, -, 000000000,300
000000000000A € {hlh < |p" -1}
O00Om €y {m|jm| < R} 000000000
#{r<™|r € Fpn —{0}} 0000 E(h) 0O

k 1
@ n min — i—1
P2 B(h) 2 (') /(2 02O )
j=1
goooo

J

k 1
[[r; " oDoODOODOODOODOOD
Jj=1

004 ODO0O00Oe>0000001p" —-1]—
goood

k 1
[1r) " <epm -1
j=1

oooa
gb040000000000000DCOO0OO

Y 0000000000 0000000O00000

B9 djg_;—, =0000j0000000 100 2000 2meP
00j+10000000 900000000 120000
(4mo+1)PODO00O0Od)y_,;—; =10000;000
0000100 2000 (2me+2)P 00 j+1000000
0900000000 120000 (4me+3)P 00000
00djg-;—, 000000000000000000000D
ooooooo



8

005 0000000 f(x)OoOOOO
gmin{lz,2(h=1} < ¢(|p» — 1)) 0000 0E() O
[pt -1 00000000000

000000 30000000 d0000ooo
00o0o00ooo0ooo0oooooooooooon
0000000o0oooooooooooogoon
0000000 djg-.00000000000dg/—2
goo00o0oooooboOoDb2prP 4P 5P, 7TPODOOO
0o0000ooooooogo kh=30000000
[pt—1/00000000000000 5000E(h)
Opt—-100000000000ooooooon
00 (2)00o0oooooooooooooooo
Ooooooooooo

001 D0OoOoooooOooooooooooo
000000p—1=22000000000A0
I»<2h-1)0000000300 EM)>100
Oo0o00 |p—1/000000000DO00O0ODOO
Oooo0ooooooooooooooooooooad
gooooOoOoOoOoooooOooogoooooooo
oooopoOoOooooooOoOoOoool,oDOOOOO
oooooog

4.4 0J000OO0OO0OOOODOOOOOOOOOOO
Coron0000OO0OO0O0O0O0O0OOOOOODODOOO
O00ooooooo SsPAO0O0QCOOCOOOOOO
000 000000000 1000000000
0000000oooooooooonoooOooono
O00oooooooooooJAJm0o0oog Ja-
cobian 00 00000 OO Omodified Jacobian O O
oooooooooooooo J+A—-JmO0oog
Oo09IM +5S0000200 J" —-JOO000O0O
3aM+4S00001600000000000000O
oosS=08M0O0000O 30720M 0000
Liardet 0 Smart 00 0000000000000
SPAOODODOOODOOOOOODOY 0ODOOO
00o0ooO0o0o0o0ooooooooDoooooooO
0000000000000 SPAOOOODOOOOO
0000000000oO0ooOoooo 1M OOO00O0O
I:I[II][II]slidingwindOWI:I3>[II]I:I[II][ID[I[I
O00ddleo00doooooooooooo 192.2
O00ooooooooooosS=o08M 00000
3075.2M 0000

Joye 0 Quisquater 0000 O0O00OOOOOODO
000 SPAODODOOOOOODOOOOD OO0
oo0oooOoO0o0ooooooooDoooooooon
0000000oooooooooo SPAOOOOO
0O000ooooooooooooooooog 12M

000000000 0sliding window 0% 0000
0000000001600000000000000
00 19220000000000000S8 =0.8M0O
0000 2306.4M 0000

00000 (00)00000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000 (00)0
00000000000000 (DPADO)O0O0O
oooooO0oOoO0oO0OO0OO0O0O0O0

goooooooooooooooboobooooo
5. 0 0O O

goboooooooooooobobooooobooobo
gobooooboooooooooboooooboooa
gooboboooooooooooocoooooboooa
gooooooooooooooocoooooboooboa
gooooboooooooobooocooooooboooo
gooobooooooooooooooboooooooboo
gooooooooooooooocoonoooboooboo
goooooooooooboboooooboboooo
goooooooooooooobooooooDobo
goooooooooooboooooooooobobo
O00o0oooo 1% b0oooooooooooog
goobobooooooooooooooboobooood
goboooooooooooon

o o o0 0

1) Apostol, T.M., Introduction to Analytic Num-
ber Theory, Undergraduate Texts in Mathe-
matics, Springer-Verlag, (1995).

2) Akker, M.L., Bevan, R., Dischamp, P., Mo-
vart, D., Power Analysis, What Is Now Possi-
ble..., Advances in Cryptology - ASTACRYPT
2000, LNCS1976, (2000), 489-502.

3) Blake, LF., Seroussi, G., Smart, N.P., Elliptic
Curves in Cryptography, Cambridge University
Press, (1999).

4) Cohen, H., Miyaji, A., Ono, T., Efficient
Elliptic Curve FEzponentiation Using Mized
Coordinates, Advances in Cryptology - ASI-
ACRYPT 98, LNCS1514, (1998), 51-65.

5) Coron, J.S., Resistance against Differential
Power Analysis for Elliptic Curve Cryptosys-
tems, Cryptographic Hardware and Embedded
Systems (CHES’99), LNCS1717, (1999), 292-



01 0DO00000O0o0O0O0OO0oOOoOooOOooo

ooD DPAOODO SPA OO0 160000
ooooo ooooo ooooo

MOOOOOD oo oo 1467.4M
M OO RPC oo oo 1627.4M
ooD oo oo 1468.4M
woooooo oo oo 1566.4M
MOOOOOD oo oo 1467.4M
W O O SPA oo oa 3072.0M
J O oo oo 3075.2M
HO oo oo 2306.4M

MOOOOOOODOOOODOOOOOOOO0O0O0OO00O0O0OO0OO0 (DO0O0O0O0OO0)OMOO RPCOOODOOOOOOOOOOOOOOOO
0000000000000000 (0000000)0000000000000000000000000000000000000000
000 (000000 0)OWODOOD0O0O0000000000000000000000000000D000D0000OW O O SPAOOODO
0000000000000 D0D0Coron 00 SPADODODODOO0Y0J0O0000D00D00DO0DO0DOODOOD®oHDOO

00D00000DD00000DDoooo? onooooooo

302.

6) National Bureau of Standards, Data Encryp-
tion Standard, Federal Information Process-
ing Standards Publication 46 (FIPS PUB 46),
(1977).

7) Joye, M., Quisquater, J.J., Hessian elliptic
curves and side-channel attacks, Cryptographic
Hardware and Embedded Systems (CHES’01),
LNCS2162, (2001), 402-410.

8) Joye, M., Tymen, C., Protections against dif-
ferential analysis for elliptic curve cryptog-
raphy: An algebraic approach, Cryptographic
Hardware and Embedded Systems (CHES’01),
LNCS2162, (2001), 377-390.

9) Koblitz, N., Elliptic curve cryptosystems,
Math. Comp. 48, (1987), 203-209.

10) Kocher, C., Cryptanalysis of Diffie-Hellman,
RSA, DSS, and Other Systems Using Timing
Attacks, Available at
http://www.cryptography.com/

11) Kocher, C., Timing Attacks on Implementa-
tions of Diffie-Hellman, RSA,DSS, and Other
Systems, Advances in Cryptology - CRYPTO
'96, LNCS1109, (1996), 104-113.

12) Kocher, C., Jaffe, J., Jun, B., Introduction
to Differential Power Analysis and Related At-
tacks, Available at http://www.cryptography.
com/dpa/technical /index.html

13) Kocher, C., Jaffe, J., Jun, B., Differential
Power Analysis, Advances in Cryptology -
CRYPTO ’99, LNCS1666, (1999), 388-397.

14) Lim, C.H., Hwang, H.S., Fast implementation
of Elliptic Curve Arithmetic in GF(p™), Proc.
PKC’00 LNCS1751, (2000), 405-421.

15) Liardet, P.Y., Smart, N.P., Preventing SPA/DPA

in ECC systems using the Jacobi form, Cryp-
tographic Hardware and Embedded System
(CHES’01), LNCS2162, (2001), 391-401.

16) Miller, V.S., Use of elliptic curves in cryptog-

raphy, Advances in Cryptology - CRYPTO ’85,
LNCS218,(1986),417-426.

17) Montgomery, P.L., Speeding the Pollard and
Elliptic Curve Methods of Factorizations,
Math. Comp. 48, (1987), 243-264

18) Okeya, K., Kurumatani, H., Sakurai, K., El-
liptic Curves with the Montgomery - Form and
Their Cryptographic Applications, Public Key
Cryptography (PKC2000), LNCS1751, (2000),
238-257.

19) Okeya, K., Sakurai, K., Power Analysis
Breaks Elliptic Curve Cryptosystems even Se-
cure against the Timing Attack, Progress in
Cryptology - INDOCRYPT 2000, LNCS1977,
(2000), 178-190.

20) Okeya, K., Sakurai, K., Efficient Elliptic
Curve Cryptosystems from a Scalar Multi-
plication Algorithm with Recovery of the y-
Coordinate on a Montgomery-Form FElliptic
Curve, Cryptographic Hardware and Embed-
ded System (CHES’01), LNCS2162, (2001),
126-141.

21) Rivest, R.L., Shamir, A., Adleman, L., A
Method for Obtaining Digital Signatures and
Public-Key Cryptosystems, Communications of
the ACM, Vol.21, No.2, (1978), 120-126.

O g

A1 00000

002000 mOO0O0OOOODOOOOOOOO
OOr =7, re =1 el) =1, e2) = 400
000000000000000000007, =

re™ oy =Mt 00000d; =00000
Pam = %™ ropi = MtV O00d; =1000

O romyr =G o =2 00000

0odd4,=0000000



10

X = (X0 + Zin)* (X0 = Z1n)’
= (rmXm + rmZm)2(rme - rmZm)2
=1 (Xon + Zm)* (X — Zm)?
= plem iy,
00 100 4e(m) = e(2m) 000000000
rom =™ 0000
X1
= [(Xmt1 = Zing1)(Xon + Z1)
+( X1+ Zg) (X — Zo))?
= [(rmi1 Xt ="t Zonir ) (rm Xon +7m Zim.)
+ (T Xont1 +7mb1 Zond ) ("m Xom —T'm Zim))|
=117 (X1 — Zim41) (X + Zim)
+(Xmt1 + Zma1)(Xm — Zm)]?
= pRlelmtDtelm) x
Im+1|=|m|0000000 100 2(e(m+1)+
e(m)) = e@2m + 1) 0000 72my1 = r<@m+h O
000m+1 = |m/+10000000 100
e(m+1) =e(|m|,0) = e(|m| - 1,2m""Y DO O OO
0100 romyr =r@t) ooo0
di=100000d;=000000000000
000000000000000000000 mO
000 r, =r*™ 000000 o
00 30000000000000000000
0000000000000000Oe(m)0000
00000000000000000
006 e(m)=2m1"" (2143 (m —2lm71))
006000 mOO0O0OODODOOOOOOOD
m=100000000000000000000
ooo
00 »0000000000000000002m
000000000000000|2m|=|m|+100
000000 100

2

e(2m) = 4e(m)
=4(2m (2 43 (m - 2mY)))
= 2PPmI=t (9Pt 3 (2m — 22T

oooogo

O0mm+100000000000000O0O0O
db2m+1000000000000000O00 1
oo

e(2m +1)

=2(e(m + 1) + e(m))

=9 [2\m+1\—1(2\m+1|—1+3(m+172‘m+1‘_1))
42717 (@ 45 (- 271

0000m+1]=|m|000002m+1| = |m|+1

0ooooo
e(2m+1)
= 2Pt (g 4 g (9 41— 21T
000000m+1] =|m|+100000m = 2/™I-1,
|2m+1]=|m|+1000000
e(2m+1)
=2 [2m (2 43 (2 = 2lm))
e P Y LR R
=2 [2ImI= (2=t 4 g (2] gl
4+ glml—1 (2|m\*1 +3 (2|m\ _1_ 2\m|—1))]
= PP (P HITL 3 (9 1 — 2P )

oooobooboooboobobooboboog mO
gooooooooooonb O
O00Ue(m)00000000ODOOOOODO 600
gooooooooooo

01 2™=Ye(m), 3 fe(m)
goob2,3000000000000000DO
O0mOO00OOg(m) :=e(m)/2™1 000000
100 ¢m)00000O0O0O0 300000000
NO1O0OO0OO0OOoOoooo

3N := {n € N|n = 3« for some a € N},

3N+1 := {n € N|n = 3a+1 for some o« € NU{0}},
3N+2:= {n € N|n = 3a+2 for some o € NU{0}}
gooooooooobobobobooo

002 N-3N=(3N+1)U(3N +2),
(BN+1)N(BN+2)=9¢

gg2000d ogooboooono O
003 g:Nomw—gim)e N-3NOOOO
gogoo

oo 300 goooooboddm: < me U
0000000000000000 @)m] = |mel,
m1 < mo0 (ii)|mi1] < |me|, |m2| — |m1| : 000
(iii)|m1| < |mel|, |me| —|mi| : 000

(D)|mi| = |m2|, m1 < me 0D 00O0O0q(me) —
g(mi1) =3(me—m1)>00000

(if)|mi| < |me|, |m2| —|mi| : DD0O00D0DOO
a(ma) — qlma) = 2mI=L@m2=lml _ ) 2 g
(mod 3) D0 OODO0Og(m2) #¢q(m) 0000
(iii) jm1] < |m2], |m2| —|m1|: 000000 |m| =
|m/|000m <m' = q(m) <q(m’)0000|ms| =
Imi| +200000¢(ms) — g(my) > (2™ —
(mIFl _3) > 0000000 |me| = |ma| + 2u
OuweNOOOOOOm®™ (v =1,2,---,u—1)
00m™| = jmi| +20 00000000000
q(m2) > q(m™™ V) > ... > ¢(m) 000000



0o0ooooooooon
000000000000Y3a+1 € 3N4+10
0003m € N:g(m) =3«+10000000
O0weNU{0} 000008 (w) =37 (2¥ 0
O00wie = min{fw € N U {0}a < Si(w)} O
0000000Om :=2%%et 4o — 8 (w1,6) 0
0000|m| =2w,.+1000000000000
g(m)=3a+10000000000
000V3a+2 € BN+200003m € N :
gm) = 3a+2000000000w € NU{0}
000008 (w) ==Y ¢ 2" 0000wza =
min{w € NU{0}|a < So(w)} 000000000
m = 22%20%2 L o — Sy(wee) 00 000|m| =
Qus, +2000000000000¢(m) = 3a+ 2
0oooo000ooon m
004 mi<me:0O00 mi,me e NOODODOO
q(m1),q(m2) € BN + 1 = g(m1) < q(mz) OO
q(m1),q(m2) € BN +2 = g(m1) < q(m2) ODODO
0oo
004000 00300000000000000
005 «aceN-3NOOOOODOOD

#{m < M|q(m) € 3N+1L,alg(m)} 1
M—co  #{m < M|q(m) € 3N+1} a
00
#{m < M|q(m) € 3N+2,ag(m)} 1
M—oo0 #{m < M’ g(m) € 3N+2} a
oooooo
005000 OO03000V3a+1 € 3N+1,

Im:q(m)=3a+1000000004000¢(-)0
0003N+100000000000000000
00003000000000000003N+100
0«0000000000000000 ged(3,a) =1
000O03N+1000 0000000 1/a00
000000000000000 O
000000000000¢(m) 00000000
00000000000000

007 aeN-3NOODOODOOO

#{m < M|alg(m)} 1

li = -
Mo #{m < M} a
gooooo
O07000 OO05/000VeeN-3NODOOOO

Ve > 0,36 : VM >0,

#{m < M|q(m) € 3N+1, alg(m)} 1| _
#m < M[q(m) €8N +1} | = ©

11

#{m < M|q(m) € 3N+2, alg(m)} 1
#{m < M|q(m) € 3N + 2} a
000DOo0O0o0boO0oO200D000000OvVe>0

ooo0oM>600000

<e€

#{m < Mlalg(m)} 1
#{m < M} a
< #{m < M|q(m) € BN +1}
- #{m < M}
#{m < M|q(m) € 3N+1, alg(m)} 1
17 #{m<M|g(m)e3N+1}  a
4 #{m < M|q(m) € 3N + 2}
#{m < M}
#{m < M|q(m) € 3N+2, alg(m)} 1
1 #{m<M|gim)e3N+2}  a
< #{m§M|q(m)63N—|—1}6
#{m < M}
4 |#m < Mlg(m) € SN +2}|
#{m < M}
=€
000000000000000000 O
00000000000000000000 300
0oooo
003000 e(m)0p"—10000000yg

00000#{r—e(m)|r € Fpr —{0}} = (p"—1)/g
O000000O000FM) 0000000000y
000000000000000000 ¢g>1000
p"—1>E()0000D00OD

O00e(m)D 2000000000000000
0000 60002™ fg(m) 00 2Yq(m) & 2m
00000000000 10002YmO00000
2mI=He(m) 0000100000 1< |m|—10
O0Oe(m)0 200000000000 2(h—1)0
oooooooo2et yoooo

0000100 3fe(m)000000300000
00000000002,3000000000000
0000 7000em)0pi(G=1,,kl=1-)
0000000 1/p50000000000m<h(
00000000000e(m)0 p, 00000000
ooo

11 !

pij—i_pii—’—”._pj—l

oooooo

oooooo

k 1
min{lz,2(h—1)} pi—1
g=2 Hpj]
j=1

ooboooooooo O



12

004000 OQOOO0OOOOOCOOOOYO0
00000000 ¢y >0000002 — coO0O
oono

1
E 08P _ log z + C1
- p
p:prime<zx

ooooobooooooobooooooooobo
ooogooogodooooo ¢, >o000000

1
E o8P =logx + C2
p—1

5<p:prime<x

O00o00o0oooo0ooooooooog Cs>o0
goooa

H pﬁ = Cszx

5<piprime<a
gooo
0oooo0D0O0OY 0000000000000
m(z) 00z - 0o 00000 (z) — z/(logz) OO
gooo

T reeo(is)
log x

p:prime<zx

gooooooooon
1 2
H D 2 exp (10( ?lix) )2) >z
x
p:prime< (log x)2 & &

Lo .
DDDDDDDDDmx:p"—1:212313]‘[f:1pfﬂ
O0000k< (logz)?’00000000p<p 000

1 A
pr—1 >0p p/—1

ooooooooooo cy>000000

M

5<p:prime<(log x)2

1

k

7T
7 <c.
j=1

:C4Cg(logx)2
gooooooooooo O
00 5000 003000

k 1
p"—1 > E(h) > (p"fl)/(Qmi“””(h’”}Hpfj_1)
j=1
000000 4000
k 1
[Ip/ " <" 1P
j=1

oooooo

(f(lpm = 1) - elpm — 1]?)
Ooouooooooooo pr—-1o0oooooo
Ooo0oooooooo O

Pentium 00 MMX O O Intel Corporation 0000000
goooooooooooooooooo



