BJ1_6J@~ Elgamal 0E9f$N>R2p <"2l?&G=C;Bg!’D9Hx9’0l Abstract $3$NJs9p $G $O :G6a $= $N1~ MQ $, 4|BT $5 $l$F$$$k BJ 1_6J @~ Elgamal 0E9f $K$D $$ $F$= $N MW Ls $r $9 $k $3 $H $rL\ I8 $H $7$F $$ $^ $9 !# Js 9p $G $O $^ $::G =i $K $3 $l $i $N4p K\ $H $J $k Elgamal 0E9f$N 35O@ !" =pL> !" N%;6BP?tLdBj $K $D$$$F =R$Y !" <! $K !" p >e Dj5A$5 $l$? BJ1_6J@~$r ;H$C$?0E9f $K $D$$$F !" $= $l$K E, $7 $? 6J@~$r A*$V Morain, 5\CO Ey$NJ}K! $K$D$$$F =R$Y $^$9!# :G8e $K $=$N $^$H$a$H $7 $F !" N‘?t $+ 1,2 $N 5u#2 <!BN$N Maximal Order $K BP1~$9 $kBJ1_6J@~ $N j-inv arien t $N I= $rM? $($^$9!# $3$NI= $K$h$C$F !" Morain $N J}K! $, 4JC1 $K E,1~ $G$-$kBJ1_6J@~ $K$D$$$F$N?tI= $, F@ $i $l$?$3$H$K$J$j$^$9!# Abstract $N :G8e $K !" Ev8&5f=82q $r<g:E $J$5$$$^ $7 $? CfB<@h@8 !" >. 4X@h@8!" ;0Bp@h @8 $K 46<U $N0U $rI= $7 $?$$ $H ;W$$$^$9!# x 1. Elgamal 0E9f35O@ $3 $3$G$O G $r%" !<%Y%k 72 $H $9$k !# ( 1i ;; $O 2CK!!\$G =q $/ ) ( <g $K M-8BBN$N >hK!72 � p , BJ 1_6J@~$N p M-M}E@ E ( p ) $, ;H $o $l $k ) $^$? P 1 ; P 2 2 G s.t. P 2 = n � P 1 $H $9$k Cm!’ G = � p $N ;~ !" 1i;; $O >hK! $G =q $1 $k$N $G !" x 1 ; x 2 2 � p s.t. x 2 = x n 1 !! ) $3$N$h $& $J !" P 1 ; P 2 ( x 1 ; x 2 ) $+$i !" n $r 5a $a$kLd Bj $rN%;6BP ?t LdBj $H8@ $& !# !J n = log x 1 x 2 $H =q $1$F$$ $k $+$i !K #A ;a $K$?$$ $7 $F !" G A = G , P A; 1 = P 1 , P A; 2 = P 2 $r 8x3+80 !" n A = n $r HkL)80 $H $9$k0E9f $r Elgamal 0E9f $H 8@ $& !# x 2. J8$N0E9f2= $H 0E9f$N2rFI A ;a , B ;a $N Fs?M $, 0E9fDL?.$r9T $&;~<! $N<j=g$G !" DL?. $r9T $& !# #B;a $, @h$N#A;a $K 0E9fJ8 $r Aw$k<j=g 1. P 2 G A $r Aw$k DA T A, r : Mp?t $H $9$k !# 2. Q 1 = r � P A; 1 ; Q 2 = P + r � P A; 2 $r #A ;a $K Aw$k !# #A ;a $, 0E9fJ8 $r 2rFI$9$k<j=g Q 2 � n A � Q 1 (= P ) $r 7W;;$9$k !# G = � p $N ;~ !" 1. x 2 p A Data, r : Mp?t 2. y 1 � x r A; 1 ; y 2 � x � x r A; 2 mo d p A $r #A ;a $K Aw$k !# x � y 2 � y � n A 1 mo d p A $G J8 $r 2rFI$9$k !# 1 x 3. #D#S#A =pL> $^$? !" $3$N$h $& $J 0E9fDL?. $r 9T $&;~ !" <! $N$h $& $J =pL> $r IU $1 $k $3$H $,$G $- $^$9!# #A;a : G A , P A; 1 , P A; 2 : 8x3+80 !" n A : HkL)80 !# <!$N#2$D $r 8x3+80 $K IU $1 2C $( $k !# q A := # G A , � A : G A ! = q A (map $r 7h$a$FCV$/ ) #A;a $, #B;a $KJ8 $rAw$k ;~ !" <! $N m; r; t $r IU $1 2C $($k $H#A;a $+ $i$NJ8 $G$"$k $3 $H $, J, $+$k !# 1. m; k : Mp?t s.t. g cd ( k ; q A ) = 1 2. r = � A ( k � P A; 1 ) 3. t � ( m + n A � r ) � k � 1 mo d q A 4. m; r; t $r #B;a $K Aw$k !# #B;a$N2rFI 1. Q = m � t � 1 � P A; 1 + r � t � 1 � P A; 2 Cm!’ Q = t � 1 ( m + n A � r ) � P A; 1 = k � p A; 1 2. � A ( Q ) = r mo d q A $G $" $l $P !" =pL> $O @5 $7 $$ !# x 4. N%;6BP?tLdBj Elgamal 0E9f $G DL?. $r9T $&;~ !" !" $=$N0BA4@-$N4pAC $H$J$k$N $, N%;6BP?tLdBj $NFq $7 $5$G $"$k!# $3 $3 $G $O N%;6 BP?t LdBj $N2rK! %" %k %4 %j %:%‘ $N7W;; NL $K$D$$ $FCN $i $l$F$$$k7k2L $r$^ $H$a$F $*$/!# 7W;;NL $r I=$95-9f!’ L N [ a; b ] = exp f b � (log N ) a � (log log N ) 1 � a g Cm!’ O ( N b � (log N $N B?9‘<0 ) � L N [1 ; b ] O ((log N ) b ) = L N [0 ; b ] 1. 0lHL$N %"!<%Y%k 72$NN%;6BP?tLdBj P 1 ; P 2 2 G s.t. P 2 = n � P 1 $+$i !" n $r 5a$a$k !# !z G = G 1 � G 2 $N ;~ !" G 1 , G 2 $N N%;6BP?tLdBj $K 5"Ce !# !z (Baby step giant step metho d due to Shanks) N = # G $H $9$k !# O ( p N � log N ) = L N [1 ; 1 = 2 + epsil on ] $G n $O 7W;; $G$- $k !# 2. G = � p $N ;~ x; y 2 � p s.t. x n � y mo d p $N ;~ !" n $r 5a$a$k !# !z (Adleman’s index calculas) L p [1 = 2 ; c ] c � 1 $G n $O 3NN(E* $K 7W;;$G$-$k !# !z Gordon $K $h$k 2~NI $K $h$C$F !" L [1 = 3 ; 3 2 = 3 ] $K 2~NI$5 $l $k !# 3. E = p : BJ1_6J@~ G = E ( p ), $N ;~ !z (MOV Reduction due to Menezes, 2,K\ , V anstone) E = p :sup er singular(# E ( p ) = p + 1) "* 2

!!!!!!!! F p n ( n $O >.$5$$ ) $N N%;6BP?tLdBj $K 5"Ce !~ 9 W eil pairing: E ( p ) ! � p n when # E ( p ) j p n � 1 !z ( :4F# !" 9SLZ !" Smart) E = p :anomalous (# E ( p ) = p ) "* O ((log p ) 3 ) x 5. E = p ( p : AG?t ) $r ;H$C$? Elgamal 0E9f x 4 $G =R$Y$?$3 $H$h$j E = p $K <!$N>r7o $, I,MW$H$J$k !# 1. # E ( p ) = >.$5$J?t � AG?t (near prime $H 8F$V ) 2. MO V, anomalous $G L5$$ !# i.e. # E ( p ) 6 = p; # E ( p ) 6 j p n � 1 for small n . $3$N$?$a $K # E ( p ) $r control $7 $? !" E = p $r 9=@.$9$k $3$H $, Bg@Z $G$" $k !# Theorem E : y 2 = x 3 + x ( D = � 4 : $G C :M : ) $H $9$k !# 1. p � 3 mo d 4 "* # E ( p ) = p + 1 2. p � 1 mo d 4 $N ;~ !" a; b; w $r <! $H CV$/ !# p = a 2 + b 2 , w : p $N 86;O:, E i : y 2 = x 3 + w i x; ( i = 0 ; 1 ; 2 ; 3) $H CV$/ !# # E i ( p ) = p + 1 � 2 a; p + 1 � 2 b >e$N Theorem $O 8EE5 E* $G$" $k ( Nc$( $P Ireland & Rosen $r 8+$h ) $3$l$r ;H$C$F <!$N$h $& $J%" %k %4 %j %: %‘ $G # E ( p ) $r $&$^$/ con trol $9 $k $3$H $,$G $- $k !# %"%k %4 %j %: %‘ 1. a; b 2 ( 6v4q $O 0[$J$k ) $r A*$V !# 2. p = a 2 + b 2 $, AG?t $J$i 3 $X 0c $( $P 1 $X !# 3. p + 1 � 2 a; p + 1 � 2 b $N$$$: $l$+$, near prime $J$i 4 $X !" 0c $( $P 1 $X !# 4. ( p + 1 + 2 a $, near prime $H $7 $F !K E i ( p ) = p + 1 + 2 a $J $k E i $r 7h $a$k !# 5. E i = p $, MOV, anomalous $G $J$1 $l $P $3 $l $r 0E9f $K ;H $& !# $= $& $G$J$1 $l $P 1 $X !# P oin t. 5u ?t >h K! O@ $G # E ( p ) $r con trol $7 $F$$ $k !# $3 $l$r<! $N >O $G0l HL 2= (due to Morain) $9$k !# x 6. Morain $K $h$k0lHL2= Morain $N DjM}$r=R$Y$k0Y $K $^ $: !" 4v $D $+$N 5-9f $r MQ0U$9$k !# !z ?t j $K BP $7 $F !" BJ1_6J@~ E j $r E j : 8 > > < > > : Y 2 = X 3 + 1 j = 0 $N ;~ Y 2 = X 3 + X j = 1728 $N ;~ Y 2 = X 3 + 3 j 1728 � j X + 2 j 1728 � j j 6 = 0 ; 1728 $N ;~ 3

$H CV$/!# !z 5-9f D : D < 0 ; D � 1 or 0 mo d 4 $H $9$k !# 3-ple ( a; b; c ) $r <0 at 2 + bt + c $, H=JL<0 $, D $G$" $k !" reduced form $H $9 $k !# 8 > > > > > > > > < > > > > > > > > : � = � b + p D 2 a 2 q = e 2 � p � 1 � E 4 ( � ) = 1 + 240 P n � 1 � 3 ( n ) q n E 6 ( � ) = 1 � 504 P n � 1 � 5 ( n ) q n J ( a; b; c ) = 1728 E 4 ( � ) 3 E 4 ( � ) 3 � E 6 ( � ) 2 $H CV$/!# $? $@ $7 � k ( n ) = P d j n d k !# H D ( X ) = Y ( a;b;c ) ( X � J ( a; b; c )) $H CV$/!# $? $@ $7 ( a; b; c ) $O H=JL<0 D $N reduced form $r F0$/ !# Cm!’N‘?t h ( D ) := H=JL<0 D $N reduced form $N 8D?t !# !z 0UL#!’ E j s.t. H D ( j ) = 0 $O H=JL<0 D $N 5u#2<!BN$N order $r CM $K $b$D BJ1_6J@~ !# !z THEOREM (Morain) p : 4qAG?t $, 4 p = x 2 � 4 D y 2 $H =q $1 !" H D ( e j ) � 0 mo d p $H $9$k !# E 0 e j $r E e j $+$i ( c p ) = � 1 $J 85 c $K $h$C$F t wist $G F@$?6J@~$H$9$k !# # E 0 e j ( p ) # E e j ( p ) = p + 1 � x Cm!’ D = � 3 ; � 4 $N ;~ $O C1?t$N4X78 $G B> $K$b$H$k CM$N2DG=@- $,$" $k !# case 1. h ( D ) = 1 $N ;~ ( <g $K 5\CO $K $h $C$F8&5f$5 $l $? ) H D ( X ) = X � J ( a; b; c ) $H$+ $1 !" $=$N 78?t $, @0 ?t $G$" $k$3$H$h $j!" J ( a; b; c ) 2 $, J,$+ $k !# $h$C$F !" E J ( D ) ; J ( D ) = J ( a; b; c ) $H$J $k H=JL<0 D $N 5u#2<!BN$N order $r CM $K ;}$D >eDj5A$5 $l $? BJ1_6J@~ $, :n $l $k !# case 2. h ( D ) = 2 $N ;~ h ( D ) = 2 $H $7 $^$9!# N‘?t $N Dj5A$h$j!" H=JL<0 D $N reduced form $O 2 $D$@$1$" $k !# $3 $l $r ( a i ; b i ; c i ) i =1 ; 2 $H $7 $^$9!# $^ $? !" H D ( X ) = ( X � J ( a 1 ; b 1 ; c 1 ))( X � J ( a 2 ; b 2 ; c 2 )) $H$+$1 !" $=$N78?t $, @0?t $G$" $k$3$H$h$j!" J ( a i ; b i ; c i ) = � � p � 2 , ( �; � 2 ; i = 1 ; 2) $H =q $1 $k !# $h$C $F !" E J ( D ) ; J ( D ) = � + p � 2 $H$J $k D $r CM $K ;}$D >eDj5A$5 $l $? BJ1_6J@~ $, :n $l $k !# 4

;29MJ88% [1] 9u_73> !" F#2, =_ !" 5\CO =<;R ; 0E9fM}O@ $X$N1~MQ , 0E9f !" %<%m CN<1>Z L@ !" ?tO@ , ed. 2,K\N6 L@ !" B@EDOBIW , 6&N)=PHG , p.216-238, (1995) [2] F. Morain; Building Cyclic Elliptic curv es mo dulo Large Primes, Pro c. of Euro- Crypto’91, Lecture note in Computer Science 547, p.328-336 , (1991) [3] J.H. Silv ermann; The Arithmetic of Elliptic Curves, GTM 106, Springer-V erlag, (1986) [4] K. Lreland, M. Rosen; A Classical In tro duction to Mo dern Number Theory , (2nd ed.), GTM 84, Springer-V erlag, (1990) T ables :G8e $K N‘?t 1,2 $N >l9g $K$D$$$F$=$N J ( D ) $N CM $r I= $K $7 $F $^ $H$a$F $*$/!# N‘?t 1 $N 5u#2<!BN $N maximam order $H $= $l$r CM $K ;}$DBJ1_6J@~ $N j-inv arian t D = D 0 � f 2 D 0 f J ( D ) � 3 1 0 � 4 1 2 6 3 3 � 7 1 � 3 3 5 3 � 8 1 2 6 5 3 � 11 1 � 2 15 � 19 1 � 2 15 3 3 � 43 1 � 2 18 3 3 5 3 � 67 1 � 2 15 3 3 5 3 11 3 � 163 1 � 2 18 3 3 5 3 23 3 29 3 � 3 2 2 4 3 3 5 3 � 3 3 � 2 15 35 3 � 4 2 2 3 3 3 11 3 � 7 2 3 3 5 3 17 3 5

N‘?t 2 $N 5u#2<!BN$N maximam order $H $= $l$r CM $K ;}$DBJ1_6J@~$N j-inv arian t D = D 0 � f 2 ; J ( D ) = ( � + q � ) = 2 D 0 f � � -15 1 -191025 36975700125 -20 1 1264000 1600421888000 -24 1 4834944 23318002925568 -35 1 -117964800 13916230909952000 -40 1 425692800 181177947389952000 -51 1 -5541101568 30703781538642788352 -52 1 6896880000 47569224388608000000 -88 1 6294842640000 39624980669819854848000000 -91 1 -10359073013760 107310393719793445232443392 -115 1 -427864611225600 183068125538712908225052672000 -123 1 -1354146840576000 1833713665246724383309824000000 -148 1 39660183801072000 1572930210727783937814220800000000 -187 1 -4545336381788160000 20660082823607097188475199291392000000 -232 1 604729957849891344000 365698321861647078693271164024078336000000 -235 1 -823177419449425920000 677621063891416051130099935716952768512000 -267 1 -19683091854079488000000 387424104936128170807937131856636411904000000 -403 1 -2452811389229331391979520000 6016283711133122621257773144230637860148322762752000000 -427 1 -15611455512523783919812608000 243717543219509240868384739765019962091695648014336000000 -3 4 2835810000 8041792158027000000 -3 5 -654403829760 428244351567542699950080 -3 7 -34848505552896000 1214418339224796145096065024000000 -4 3 153542016 23582314507272192 -4 4 82226316240 6761167111868754217248 -4 5 44031499226496 1938774092707953394078187520 -15 2 37018076625 1370337384321120340125 -7 4 274917323970000 75579535013475393572336437500 -11 3 -37616060956672 1414968042120748924076556288 -8 3 377674768000 142637300857798656000000 -8 2 52250000 2730013832000000 6