72 $H 0E9f7O _7ED !! =(<y ;37ABg3XBg3X1!M}9)3X8&5f2J sa w ada@sci.kj.y amagata-u.ac.jp Octob er, 1999 $O $8 $a$K K\9V1i $G$O AHN)4X?t $, A4C1<M$H$J$k$h $& $J 0E9f7O $K $D$$$F , $=$N AH N)4X?t $, @8@. $9$k72 $H0E9f7O $H$N4X78 $NBe?t E* $JFCD’ $K$D$$ $F9M;! $9$k !# 1 0E9f7O $N Dj5A Dj5A 1.1 M $H C $rD9 $5M- 8B $J5- 9f Ns $h $j $J$k M- 8B =8 9g $H$9 $k!# $3 $N $H $- <! $N 5 $D $N =8 9g M , C , K , E , D $NAH $r 0E 9f 7O (cryptosystem) $H$h $S S $G I=$9!# $9 $J$o$A S = ( M ; C ; K ; E ; D ) ; (i) J?J8 (plaintext) $N =89g , M (ii) 0EJ8 (ciphertext) $N =89g , C (iii) 80 (key) $N =89g , K (iv) AHN)4X ?t (enciphering transformation) $N =89g , E = f E K j K 2 K g , E K : M � ! C ; $?$@ $7 K 2 K (v) K] Lu4X ?t (deciphering transformation) $N =89g D = f D K j K 2 K g , D K : C � ! M ; $?$@ $7 K 2 K 1

Saw ada: Gr oups and crypto gr aphy 2 $G $" $k !# $3$N 2 $D$N M-8B=89g $, 8_$$ $K Ey $7 $$ ?t$N85 $r 4^ $‘ $H$- $O , M = C $H 2> Dj$9$k$3$H $, B?$$ !# E K ( K 2 K ) $O M $+ $i C %X$N <LA| , D K $O C $+$i M %X$N <LA| $G , D K ( E K ( M )) = M ( 8 M 2 M ) $H$J $C$F$$$k !# $3 $N$H$- E K $O C1<M , D K $O A4<M$H$J$k !# M 86J8 E K � � � - C 0EJ8 D K � � � - M 86J8 >e$NDj5A $K $*$$ $FFC $K j M j = j C j $J$i $P E K ( K 2 K ) $O M $+$i C %X$N A4C1<M$H$J$j , D K $O $=$N 5U<LA| $H$J $k !# Dj5A 1.2 0E9f7O S = ( M , C , K , E , D ) $K $*$$$F M = C $G$" $k $H $- =89g M $N<+J,<+?H$X $NA4C1<MA4BN $, :n$k72 P ( M ) $N ItJ,72 G $G E $G @8@.$5 $l $k$b$N , $9$J $o $A G = hE i $r 0E9f7O S $N 72 $H$h$V !# $3$N 72 G $O M $K <+A3 $K :nMQ $7 $F$$ $k !# G � M � ! M ( g ; m ) 7� ! g ( m ) 2 RSA 0E9f $N 72 RSA 0E9f $rDj5A $7 $h $& !# p 6 = q $r Fs$D $NBg$- $JAG?t , ’ $r Euler 4X ?t $H$9$k !# L = ’ ( pq ) = ( p � 1)( q � 1), F p $H F q $r$= $l $>$l I8?t p , q $N AGBN$H$9$k !# A = Z =pq Z $9$J$o$A A � = f a 0 0 b ! j a 2 F p ; b 2 F q g

Saw ada: Gr oups and crypto gr aphy 3 $H $9 $k (Chinese Reminder Theorem) !# M (= C ) $r A $N >h K!72 $9 $J$o $A M � = f a 0 0 b ! j a 2 F p � ; b 2 F q � g ; $H $9$k !# $? $@ $7 F p � = F p n f 0 g !#$5 $i$K B = Z =L Z $H$H $7 , K $r B $N >hK!72$H$9$k K = f e i + L Z j i 2 I g $?$@ $7 f e i j i 2 I g $O 0 < e i < L $+ $D gcd( e i ; L ) = 1 $r K~B-$9$k<+ A3?t$N=89g $G$" $k !# M = f m + pq Z j ( m; pq ) = 1 g $G M $N 0L?t $O L $G $" $k $+$i m L = 1 8 m 2 M $H$J$k!# $? $@ $7 m = m + pq Z !# 8x 3+80 E i HkL)80 D i ( i 2 I ) $NAH $O e i d i � 1 ( mod L ) $r K~B-$9$k<+A3?t$r d i $H $7 $?$H $- , E i : M � ! C m 7� ! m e i ; D i : C � ! M c 7� ! c d i $G M?$( $i$l $k !# $?$@ $7 c = c + pq Z !# $" $k@0?t t $, B8:_ $7 $F e i d i = 1 + tL $H$J $k$3$H$h$j$? $@ $A $K m e i d i = m 1+ tL = m � ( m L ) t = m ( m 2 M )

Saw ada: Gr oups and crypto gr aphy 4 $9$J$o$A , G$0U$N m 2 M $H c 2 C $K BP $7 $F D i ( E i ( m )) = D i ( m e i ) = ( m e i ) d i = m e i d i = m $+ $D E i ( D i ( c )) = E i ( c d i ) = ( c d i ) e i = c e i d i = c $H$J $k$3$H $, 3N $+$a$i$l $k !# $3$N$h $& $K $7 $F RSA 0E9f7O ( M ; C ; K ; f E i g ; f D i g ) $, Dj5A $G$- $k !# Dj5A 2.1 (RSA 0E9f7O ) ([15]) Bg $- $J AG ?t p 6 = q $K BP $7 $F M , E i ; D i Ey $r >e $N $h$& $K $H$k !# $3 $N $H $- ( M ; C ; K ; f E i g ; f D i g ) $r ( p; q ) 7? RSA 0E9f7O$H$$ $& !# K $O B $N >hK!72 $G M $X$O$=$N <+8JF17? $H $7 $F :nMQ $7 $F $$ $k !# K � M � ! M ( e i + L Z ; m ) 7� ! m e i $?$@ $7 m = m + pq Z $H $9$k!# 0J 2< $NJdBj $+ $i K $H M $N 9=B$ $,$o $+ $k !# JdBj 2.2 m; n ( � 2) $r G$ 0U$N<+ A3?t$H $7 ‘ $r $= $l$i $N :G>. 8xG\ ?t $H $9$k !# $3$N$H$-=‘F17? f : ( Z =mn Z ) � � ! ( Z =m Z ) � � ( Z =n Z ) � x + mn Z 7� ! ( x + m Z ; x + n Z ) $N 3K $O ker f = f x 2 ( Z =mn Z ) � j x � 1 (mo d ‘ ) g $H$J $j$5 $i$K (i) j k er f j = gcd( m; n ) , (ii) f $, A4 C1 <M$K $J $k I, MW == J, >r 7o$O gcd( m; n ) = 1 $^$? $O gcd( m; n ) = 2 $G $"$k$3$H $,$o$+ $k !# $3$N JdBj $+$i ( p; q ) 7? RSA 0E9f7O$NJ?J8$N=89g M $H 80$N=89g K >e $G$O 0J2<$N$h $& $JF17? f , =‘F17? � $, Dj5A$5 $l $k$3$H $,$o$+ $k !#

Saw ada: Gr oups and crypto gr aphy 5 f : M = ( Z =pq Z ) � � = ( Z =p Z ) � � ( Z =q Z ) � m + pq Z 7� ! ( m + p Z ; m + q Z ) � : K = ( Z = ( p � 1)( q � 1) Z ) � ! ( Z = ( p � 1) Z ) � � ( Z = ( q � 1) Z ) � e i + ( p � 1)( q � 1) Z 7! ( e i + ( p � 1) Z ; e i + ( q � 1) Z ) $3$N $3$H $+$iA02sJs 9p $5 $l$?7k2L $O<! $N$h$& $K$^ $H$a$k $3 $H $,$G$- $k ([16]) !# DjM} 2.3 ( M ; C ; K ; f E i g ; f D i g ) $r ( p; q ) 7? RSA 0E 9f7O$H $7 , f ; � $r >e $G Dj5A$5 $l$? =‘F17?$H$9$k !# m 2 M , e i 2 K $H $9 $l $P (i) f ( m e i ) = f ( m ) � ( e i ) $H$J $k !# $? $@ $7 f ( m ) � ( e i ) = ( m e i + p Z ; m e i + q Z ) !# (ii) � $O K $+ $i � ( K ) $X $N d 0 � 1 BP 1~$H$J $k !# $?$@ $7 d 0 = gcd( p � 1 ; q � 1) !# � ( K ) $, RSA 0E9f$N72 $H$J $C $F$$ $k !# 3 %V %m%C %/0E9f $N 72 Dj5A 3.1 ( %V %m%C %/0E9f ) 0E9f 7O S = ( M , C , K , E , D ) $K $*$$$F M $, M-8BBN F >e $NM-8B <!85 %Y%/ %H%k 6u4V $G M = C $G$"$k $H$- S $r %V %m %C %/0E9f $H$h$V !# S $r %V %m%C%/ 0E9f $H $7 U = E [ D $H CV$3 $& !# Dj5A $h $j U $O 6u $G$J $$ P ( M ) $N ItJ,=89g $G U � 1 � U $G $" $k$3 $H$+$i U = U � 1 $G$" $k$3$H $, $o$+ $k !# $5 $i$K Hs>o $K 0lHL E*$J>r 7o $H $7 $F U $O 0J2<$N$h $& $J @-<A $r ;}$D$3$H $, K>$^ $7 $$$H $5 $l $F$$ $k ([17] $N 12.3 >O ) !# (i) U $O B?$/ $N85 $r;}$A , $+ $D , $= $l $>$l$N0L?t$bBg $- $$!# $7 $+ $7

Saw ada: Gr oups and crypto gr aphy 6 (ii) U $O 729=B$ $r ;} $?$J$$ , $9$J$o $A U U � = U $H$J $j , $5 $i$K (iii) >r7o U U U � = U $b K~B-$9$k !# $5 $i$K$3$N$h $& $J U $r 9=@. $G$-$?$H $7 $F$b 0E9f $r <BMQ2=$9$k $K$O G$0U$N � 2 U $K $D$$$F � ( x ) = y 8 x 2 M $N 7W;; $O MF0W $G$b � � 1 $r 8+$D $1 $k$N $O Fq $7 $$ !# $h $& $J � 2 U $r 7W ;;$9$k%" %k %4 %j %: %‘$r 8+$D $1 $kI, MW $, $" $k !# $3 $l$O Nc $( $P Hs>o $K Bg$- $J80$N6u4V K $+$i U $X$N !V 0lJ}8~4X?t !W $r M? $($k $3 $H $K$h$j<B8= $G$-$k!# $G$OBP>N72 P ( M ) $N ItJ,=8 9g U $, >r7o U U � = U U U U � = U $r K~$?$9$3$H$N0UL#$r9M$($F$_$h $& !# JdBj 3.2 G $r 72 , H $r $= $N It J, 72$H$7 <+ L@$G $J $$ N> B& >j M> N‘$r H g H ( g = 2 H ) $H $9 $l $P ( g H g H ) \ g H = ; ( H g H g ) \ H g = ; $H$J $k !# [ >ZL@ ] H g H \ H = ; $h$j L@ $i$+ !# ( >ZL@=* )

Saw ada: Gr oups and crypto gr aphy 7 JdBj 3.3 G $r 72 , H $r $=$N ItJ,72 $H $9$k !#<+L@ $G$J $$N> B&>jM>N‘ H g H $, >r7o g H g \ H = ; $r K~B-$9$k$J $i $P ( g H g H g H ) \ g H = ; ( H g H g H g ) \ H g = ; $H$J $k !# [ >ZL@ ] g H g \ H = ; , H g H g H \ H = ; $h$j L@ $i$+ !# ( >ZL@=* ) DjM} 3.4 G $r 72 , H $r $=$NItJ,72$H$9$k !# (i) G $K $* $1 $k H $N <+L@ $G$J$$ :8>jM>N‘ g H $K $*$$$F ( g H g H ) \ H g � 1 = ; $H$J $k$J $i $P , =89g U = g H [ H g � 1 $O >r7o U = U � 1 $+ $D ( U U ) \ U = ; $r K~B-$9$k !# (ii) H g H $r G $K $*$1 $k H $N <+L@$G$J$$ N>B&>jM>N‘$H$9 $k !# $3 $N$H$- g H g \ H = ; $J$i $P , =89g V = g H , V 0 = H g $G$O 0J 2<$N>r7o $, @.$jN)$D !# ( V V V ) \ V = ; ( V 0 V 0 V 0 ) \ V 0 = ; [ >ZL@ ] (i) U = U � 1 $G $" $k $3$H$O L@ $i$+ !#0lJ} U U = ( g H [ H g � 1 )( g H [ H g � 1 ) = g H g H [ g H g � 1 [ H [ H g � 1 H g � 1 $G $" $k $+$i ( U U ) \ U = ( g H g H \ U ) [ ( g H g � 1 \ U ) [ ( H \ U ) [ ( H g � 1 H g � 1 \ U )

Saw ada: Gr oups and crypto gr aphy 8 $H$J $k !#2>Dj $h$j g = 2 H $G $"$k$+$i ( g H g H ) \ g H = ; , ( H g � 1 H g � 1 ) \ H g � 1 = ; $H$J $j$5$i$K ( g H g H ) \ H g � 1 = ; $G $" $k $+$i ( g H g H ) \ U = ( g H g H ) \ ( g H [ H g � 1 ) = ; ; ( g H g � 1 ) \ U = ( g H g � 1 ) \ ( g H [ H g � 1 ) = ; ; H \ U = H \ ( g H [ H g � 1 ) = ; ; ( H g � 1 H g � 1 ) \ U = ( H g � 1 H g � 1 ) \ ( g H [ H g � 1 ) = ; ; $H$J $j ( U U ) \ U = ; $G $" $k$3$H $, $o$+ $k !# (ii) >e$NJdBj$h$jL@ $i$+ !# ( >ZL@=* ) 7O 3.5 G $r 72 , N $r$=$N @55,ItJ,72$H $7 , G $r G $N N $K $h $k>j M>72$H$9$k !# $3$N$H$- G $N 85 g N ( g 2 G ) $K BP $7 $F ord( g N ) > 3 $J$i $P (i) =89g U = g N [ g � 1 N $O >r7o U = U � 1 $+ $D ( U U ) \ U = ; $r K~B-$9$k !# (ii) =89g V = g N $G$O >r7o ( V V � � � V ) | {z } ord( g N ) \ V = ; $, @.$jN)$D !# [ >ZL@ ] (i) ord( g N ) > 3 $h$j >e$NDjM}$N>r7o ( g N g N ) \ N g � 1 = ; $, @.$jN)$D !#8N $K ( U U ) \ U = ; $H$J $k !# (ii) ord( g N ) $N Dj5A$h$jL@ $i$+ !# ( >ZL@=* )

Saw ada: Gr oups and crypto gr aphy 9 4 <BNc %V %m%C %/0E9f$r S = ( M , C , K , E , D ) $H $9 $k !# $9$J$o $A M $O M- 8B BN F >e$N M-8B <! 85%Y %/ %H %k 6u4V$G M = C $, @.$j N)$C$F$$ $k !# GAP 4.1 ([10]) $r ;H$C $F U $*$h $S V $N <BNc $r <($9 !# <BNc 1 %V %m %C %/ 0E 9f S $K $*$$ $F F $rI8?t 2 $NAGBN $H $7 , M = F 4 $H $9$k !# $3$N$H$- jMj = 16 , j S 16 j = 20922789888000 $G $"$k !# gap> g:=SymmetricGroup(16); Sym( [ 1 .. 16 ] ) gap> Size(g); 20922789888000 gap> m1:=( 1, 3)( 5,16,14,15, 11, 8)( 6,10); ( 1, 3)( 5,16,14,15,11, 8)( 6,10) gap> m2:=( 1, 8, 5,11,16, 3, 6,12,15,10, 9,14); ( 1, 8, 5,11,16, 3, 6,12,15,10, 9,14) gap> m:=Subgroup(g,[m1,m2]); Group([ ( 1, 3)( 5,16,14,15,11, 8)( 6,10), ( 1, 8, 5,11,16, 3, 6,12,15,10, 9,14) ]) gap> Size(m); 479001600 gap> n:=Normalizer(g,m); Group([ ( 1, 3)( 5, 8,14, 9,15,16)( 6,12), ( 1, 5, 8,16,14, 3, 6,11,15,12,10, 9), ( 4, 7), ( 4,13), ( 2, 4,13) ]) gap> Size(n); 11496038400 gap> q:=FactorGroup(n,m); <pc group of size 24 with 4 generators> gap> nat:=NaturalHomomorphismByNormalSubgroup(n,m); Pcgs([(4,7), (4,13,7), (2,4)(7,13), (2,13)(4, 7)]) -> [ f1, f2, f3, f4 ] gap> n1:=(1,9,3,11)(2,4,13)(5,6,10,15,8,12)(14,16); ( 1, 9, 3,11)( 2, 4,13)( 5, 6,10,15, 8,12)(14,16) gap> Image(nat,n1); f2^2*f3 gap> Order(Image(nat,n1)); 3

Saw ada: Gr oups and crypto gr aphy 10 gap> n2:=(1,10,15,8,9,11,6,16)(2,7,4,13)(3,14,12,5); ( 1,10,15, 8, 9,11, 6,16)( 2, 7, 4,13)( 3,14,12, 5) gap> Image(nat,n2); f1*f2*f3*f4 gap> Order(Image(nat,n2)); 4 gap> 7O 3.5 $K $*$$$F G = n , N = m , G = q , g = n2 $H $* $1 $P $h$$ !# $9 $J$o $A U = g N [ g � 1 N = n2 m [ n2 � 1 m V = g N = n2 m $H$J $k !# $? $@ $7 [ s16 : m ] = 43680 $G$" $k !# References [1] CSLn?.0l , >.;38, Fs , 8=Be0E 9fM} O@ ( Bh 5 HG ). EE;R>pJs DL?. 3X2q 1995 [2] B@EDOBIW , 9u_73> , EOJU<# , >pJs %;%-%e %j %F %# $N2J3X . 9VCL<R %V %k !<%P%C %/%9 1995 [3] 2,K\1I;J , 0E9fM}O@F~Lg . 6&N)=PHG 1993 [4] 2, K\ N6 L@ , B@ ED OB IW JT , 0E 9f � %< %m CN<1 >Z L@ � ?t O@ . 6& N)=P HG 1995 [5] 2,K\N6L@ , ;3K\Gn;q , 8=Be0E9f . ;:6H?^=q 1997 [6] 2CF#@5N4 , 4pAC0E9f3X I,I I. %5 %$ %( %s %9<R 1989 [7] 6aF#Ip , 4pAC?t3X 72O@ I. 4dGH=qE9 1987 [8] _7ED=(<y , 0E9fM}O@$HBe?t3X , 3$J8F2 1997 [9] OBED=(CK , %3%s %T %e !<%?$HAG0x;RJ,2r . M7@1<R 1987 [10] GAP , Groups, Algorithms and Programming 4.1. Scho ol of Mathematic al and Computational Scienc es, University of St Andr ews, Sc otland, 1999

Saw ada: Gr oups and crypto gr aphy 11 [11] K.W.Campb ell and M.J.Wierner, DES is not a group, A d- vanc es in Cryptolo gy-CR YPTO ’92 Pr o c e e dings, Springer- V erlag (1992) pp.512-520. [12] D.E.R.Denning, Cryptography and data security . A ddison- Wesley 1983 [13] N.Koblitz, A course in n um ber theory and cryptography , 2nd edition. Springer-V erlag, 1994 [14] W.P atterson, Mathematical cryptology for computer scientists and mathematicians. R owman & Little�eld 1987 [15] R.L.Riv est, A.Shamir and L.Adleman, A metho d for obtaining digital signatures and public-key cryptosystems. Communic a- tions of the ACM, V ol.21, No.2 (F eb. 1978) 120-126 [16] H.Sa w ada and T.Ab e, Groups and RSA cryptosystems, to aa- p e ar in CR YPTOLOGIA . [17] B.Sc hneier, Applied cryptography , 2nd edition. John Wiley & Sons, Inc. 1996 [18] D.R.Stinson, Cryptography , theory and practice. CRC Pr ess, Inc. 1995 K\8&5f$O J?@. 11 G/ EY2J3X8&5fHqJd=u 6bK(2jE*8&5f !V 0E 9f7O $K 8= $l $k729=B$ $K $D$$$F !W $N0lIt $G$" $k !# c H. Saw ada 1999